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into UK public  opinion on  the  Snowden  leaks,  comprising  analysis  of  opinion polls  and  in‐
depth focus groups with different demographics of the public in England and Wales. 
‐ The published in‐depth, participatory study, Surveillance, Privacy and Security (SurPRISE), of 
2000  citizens  from  nine  European  countries  (Austria,  Denmark,  Germany,  Hungary,  Italy, 
Norway, Spain, Switzerland and United Kingdom) on attitudes towards surveillance‐oriented 
security  technologies  and  privacy  (Pavone  et  al.  2015).  This  study  involved  large  citizen 
summits  conducted  in  2014  to  generate  quantitative  data  and  to  explore  public  views  on 
these  complex  matters  in  much  more  depth  than  opinion  polls  can  deliver.  Part  of  this 









to glean  information about  the  location and movements of  the phone user over a 
period of time. NB UK participants were not asked to consider (c). 
































surveillance, and  increasingly  take concrete steps  to defend against  intrusive behaviour by 
advertising companies. This suggests that if people could do more about state surveillance, 
they would. 

































40 UK public opinion polls on  these  subjects  since  June 2013. The  results of  these polls detail  the 
level of concern within the population of the UK. Overall, we see an increase in concerns with online 
privacy  since  the  revelations,  and  particularly  amongst  younger  people  there  are  also  substantial 
concerns  with  levels  of  interception  and  existing  surveillance  powers  of  the  state.  In  particular, 
issues regarding lack of transparency over what and how data is collected as well as the nature and 





There  is  a  general  sense  that  the  topic  of  state  surveillance matters  to  the  British  public.  This  is 
evidenced by public opinion of what Snowden did. From June 2013 to November 2013 there were 4 
YouGov polls which asked the question “Do you think Mr Snowden was right or wrong to give this 
information  to  the  press?”  In  all  4  of  the  polls  a majority  of  the  British  public  said  Snowden was 
‘right’  to  do what  he  did  (See  YouGov  polls  13/06/13,  14/06/13,  28/08/13  and  05/11/13).  Taken 











Similarly,  the  level of public concern about online privacy  is  reflected  in  the yearly TRUSTe Privacy 
Index conducted by Ipsos‐MORI. Each year the public is asked “How often do you worry about your 
privacy online?” in 2014 the total amount of people who worried either ‘sometimes’, ‘frequently’ or 




felt  more  worried  about  their  online  privacy  than  a  year  ago.  The  poll  enquired  about  what  the 




Also, when  the public was asked  specifically about  the privacy of online and mobile data by  Ipsos 
Mori  in May 2014  they saw this being either  ‘essential’ or  ‘important’ by a very  large margin. The 
results  broke  down  as:  the  privacy  of  internet  browsing  records  –  essential/important  85%,  not 






Concerns  over  the  levels  of  powers  granted  to  state  agencies  are  often  framed along  the  lines  of 
privacy vs. security. As outlined below, opinion polls show greater support for increased surveillance 









and  social  media  activities  held  by  mobile  phone  companies  and  internet  service  providers.  The 
question  does  however  make  it  clear  that  this  does  not  mean  the  content  of  social  media  and 




majority  stating  this proposal went  ‘too  far’, and only  the 60+  thought  it was a  ‘good  idea’. There 
were  subsequent  variations  of  this  question  in  other  polls  but  the  proportions  of  people  for  and 
against remained consistently opposed to bulk data collection by the security services. The YouGov 













































The  results  of  these  focus  groups  support  data  from opinion polls  regarding  concerns with  online 
privacy and state powers, but particularly highlight concerns with a  lack of  transparency regarding 
the  collection  and  use  of  data,  as  well  as  concerns  with  an  absence  of  obtaining  public  consent.  





DCSS’  focus  groups  explored  definitions  of  surveillance,  including  the  collection  of  metadata.  UK 
intelligence agencies present  their  surveillance of digital  communications as  ‘bulk data  collection’, 
Rejecting  the  term  “surveillance”,  intelligence  agencies  state  that  rather  than  conducting  blanket 
searches, as implied by press accounts of ‘indiscriminate’ or ‘drag‐net’ surveillance, they only search 
for  specific  information  (ISC 2015).  The UK’s  intelligence oversight  committee  concludes  that  such 
‘bulk data collection’ does not constitute mass surveillance since British intelligence agencies do not 
have  ‘the  resources,  the  technical  capability,  or  the  desire  to  intercept  every  communication  of 
British citizens, or of  the  internet as a whole’  (ISC 2015: 2). However,  the general  consensus  from 
DCSS’ focus groups was that the collection of metadata is seen as surveillance. The reasons given by 
members  of  the  public  centred  around  ideas  such  as  giving  consent  for  data  collection,  personal 






























































































































































While  not  ostensibly  focused  on  the  Snowden  revelations  it  is  instructive  to  look  at  poll  findings 














Pre‐Snowden,  in  2012,  the  IAB  found  that:  89%  of  people  ‘want  to  be  in  control  of  their  online 
privacy’. While this  is not surprising, their  finding that 62% ‘worry about online privacy’  is notable. 
The findings in the IAB (2012) study differ here from poll findings on concern over state surveillance 
in  that  it  is  over  55s  who  most  demonstrate  a  wish  for  online  privacy  (93%),  although  younger 
people also seek control (84%) (IAB 2012).  
 
Post‐Snowden,  data  from  TRUSTe  (2014)  on  UK  perceptions  also  highlight  high  levels  of  concern 
about advertising with 89% of British internet users worried about their online privacy. Furthermore, 
due to privacy concerns, Britons are less likely to click on an online ad (91%), use apps they do not 
trust  (78%)  or  enable  online  tracking  (68%). More  recent  2015  commentary  from  the  IAB  shows 
increased  interest  in  privacy.  This  is  in  response  to  unequivocal  consumer  concern  and  the 








companies.  Although  deletion  of  browsing  history  remains  the  foremost means  to  avoid  tracking 
cookies,  in  the  commercial  sectors  adblockers  and  anti‐trackers  are  used  at  rates  that  worry  the 













From the studies consulted,  it  is clear that online privacy is  important to people both in regards to 
state surveillance and commercial surveillance. 
 







‐ Encrypt  their  communications  (for  instance,  using  services  that  encrypt  end‐to‐end,  like 
email Ghostmail, social media platform Whatsapp or web browser Tor); 
‐ Choose  to  use  digital  communications  platforms  that  do  not  track  communications  (eg 
Search Engines like DuckDuckGo); 
‐ Try  to  obfuscate  their  information,  individually  or  collectively,  by  adding  noise  to  existing 
data  collection  to  make  its  results  ambiguous  and  hence  less  valuable.  Examples  include 






















































surveillance, and  increasingly  take concrete steps  to defend against  intrusive behaviour by 
advertising companies. This suggests that if people could do more about state surveillance, 
they would. 










































































It has been  suggested  that  the  law should be  changed  to give police and  security  services 
access to the records kept by mobile phone and internet service provider companies. These 
would  include  individuals’  web  browsing,  email  and  social media  activity,  though  not  the 
content of emails or social messages. In principle do you think this proposal... 
  Answers  Total  18‐24  25‐39  40‐59  60+ 
  Goes too far: it undermines our right to privacy  43  50  44  47  36 
  Is  a  good  idea,  given  the  way  technology  is 
evolving 




As  you  may  know,  Edward  Snowden,  a  former  US  intelligence  officer,  has  disclosed  that 




  Answers  Total  18‐24  25‐39  40‐59  60+ 
  It  is  right:  the  secret  service  should have access 
to this information in order to protect the nation 
41  24  39  43  46 
  It  is  wrong:  the  secret  service  should  not  have 
the  power  to  eavesdrop  into  innocent  people's 
private affairs 





not  the  actual  contents)  of  ordinary  people's  communications,  such  as  emails  and mobile 
phone calls? 
  Answers  Total  18‐24  25‐39  40‐59  60+ 
  Should be allowed  38  32  38  39  41 








  Internet browsing records  85  12 
  Content of emails  91  6 




It has been  suggested  that  the  law should be  changed  to give police and  security  services 
access to the records kept by mobile phone and internet service provider companies. These 
would  include  individuals’  web  browsing,  email  and  social media  activity,  though  not  the 
content of emails or social messages. In principle do you think this proposal... 
  Answers  Total  18‐24  25‐39  40‐59  60+ 
  Goes too far: it undermines our right to privacy  41  51  43  44  32 
  Is  a  good  idea,  given  the  way  technology  is 
evolving 














Do  you  think  the  [your  country]  Government  should  or  should  not  intercept,  store  and 
analyse internet use and mobile phone communications of all [your country] citizens living in 
the [your country] 
  Answers  Total 
  Should intercept, store and analyse internet use and mobile communications  36 
  Should not intercept, store and analyse internet use and mobile communications  44 
 
 
  19 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